AiBexidi ^aeB ts to ft e Clalsas ■ 

LisiHS ^ o f Clidms: 

of: 

dctcfSTis-iing a digital signaiiifo vcnllciVLiori cnor based on a rvCt;i-ved fncs.sagc b.ciulcr 
idcriUner aso^ociated vviih a public key ceiiificate identdicr; and 

^■i|.'.ri;jiurc \ ersf-o ition snap contfiining a plurality of acceptable message header idenUhcr^ 
associated wUh the public key certificate identifier. 



2. i Origijial) I'he -nethod of c'iairr; I wherein the step of generating d -e digital signature 
veridcath-r: -.nap irichkies storini-? at icaiJt. one aeccptable rsie.Si^agc header idesrdder as u digifa: 
signamre verilicaiJ.in! raap entry m respoiisc to dei.ernii.nij.-g tiic d.igiial ;>;gtva?ure ventication 
error. 



'I . \\ . ■) \ a^p V' ! le Mit \i l\ <K .j..eep\>bi 



5 i<"*'ignKu'> .ho inedvd >^fvia;;r i n:i.!adiT:g tiit siep ri \e;itj.Li^g 'luig^ha .^.gnatu-c 



f- {05ij.\S:i;ir> rho r;u;ih>xi x)u) I xvrjCTCui iho a5c^-;ai.-i-. bcuucr i-Jont-ficr -ncKKics .u. lcu<-n 
ouc >u Jala u-;^u^-„i!hr:0 ctKa^' .sJJr!..;\ scndot. a iclcph-'no ijUij;b;.'r ^^t\i ■^:.-shL-i js-vI sr. 

8. (Cancela!) 

y, (Original! The iijcthod of chiiiYi 1 wherein the slop r4 detonnining a digilai ^:ii.'iiaturc 

scvi'lca-iori crn-r includes ihc steps of; 

coii^paring tlic public key ccrtiikate idcnlifier With ihc n'iessagc header iden-iiu^r to 

detcrnsiJiC il's iriisn-ialcs^ ia deieclcd; 

ii' a -rsifirrsaicii is deiccial, gcncratii^g a mhinmjh nohu^jauon ;br an r.penjjar; a-id 
veviiyij-sg a digiiui >s.ijinaiure based on u vcnOcauon key aj>sooia!.cd wifn die piibi;c ke}' 

certificate idenliiiiir, 

i 0 lOrigi-iar! A ;noi.!Kxi lor providing it-forrnation sceuriiy coniprisisig the L^tcpo^ id' 
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deicnr;;ning a digital sigsialun; verit'ication error based on a received message header 
identifier assoeiaicd vvith a public key eeitiiicale Kleniificr; 

generaUng a digital signature veriiication map coivU-ining a piurality of acLcpiahle 
message header iderstiSers associated with the pubiie key eertifieate idenhikr by sioring at Seasi 
cjsie acceplable trje>-sago header identiik-r as a digital signature vcnfieaiion map entry iri respciruse 
\o dclerrnining ;hu-: digital signature vcrificatioii error; and 

verifying a digiial sigi-saiurc associated with reeeiscd rrscssage inftjrrvsaiion base-;.! s.>n tiic 
digital signature verification map. 



1 is ^ h5 c£Ci •> K U !■!■*■> 0 

,es tile sicps ol; 

f \. ^^t{ )t St U 1 U v.^-. I. C d I 



f s f V- '^ i Li \ UL. a r i^i «. t o p { 

een:de.^-e jdcetrii.-!' 



i ( l"5r.eeK; ! rise nscthed of clairvs 1 i'i wherein the step of generatifia ihe digi;.ai signaiure 
^ crsfiCat-on nutr* ^ di <■ !\)^*^e g f j J aee-^pt.ih-e nK'\-\;ge lieadei iolenfydess en .i pes' 
ecn',;le:ee SvsbKX" t K s ' i. d-i- 
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i ^ ,\ > <^ ' "lo-s o ' „ <. K... 11 SL' has. 1. o I ""vL^ ^ res \ I ^ ) 

{Original} rhe method of clais-i i ? including the step of digilany signing thi^ digitai 
li-ituiu vcrificatior; n-ap to provide a trusted digiLoJ signature veriOc^rdon rni^p. 



17 (C'urR'iiily ;:rncndcd) A rned-od i'br priividing irdbrmaUiin security crr-rsprii^ing tiic slop^ 
of: 

ide< MK'' a 0 ' Kv." v.en*kJ. a^nt u' <n c 

1 K ^ \ ! ^. < ^\ (. 0 ^ vd J gs > J ilrv _^ Aii ^J>2. t - i>x u ^ ^ > 
Hig . ^ 'oi. ■> kL v.sr ut-oVbU res >di.i J .s* c i ■^<^v. \> t ■iv 

public R-ey cemt'caic lacntitier. 

{C)i:i;i-)-fi fi'sv ^jclrod of ciain't 1" ircludur,g iix> -Urp v>f ^ oiry n- s cfg-r^l sygnaioro 
5 

<'HiC AGO "U.Cl^S-S--^ i 



do,-!^ H I wi-h: the ine^sage be;kier iderstitier 



2'.}. (C urrently L?n5cndvd) An apparatus for proviiling inibrrnaiicin ^jecurity c<>nv:iri;^ir!!r 

fj i-roct?;«ii-!g sriodulc oporalivc to deicrrninc a digital i^ignatun.- veyiiii.-aiii;n error based = ■ 
;5 received .rncsi'sgc lieadcr idcr-tificr associated vshh a public key ccruHcate ident.-t'ier; ^skI 
operative to geiu'ratc a digiiai signature vcn-icati.<)n map eoniaining a phiraliiy of accepiable 
ri-sesi^agc SK^adcr idcntifscr^r: a^?;i..;eiaic<.l wiih the publie key eertincale idendfler i-i rcspo;isc to a 
deicrrsi-iicd digiiai sigoalurc veritieatio n error ; asid 

rnuTJory, opcraiively etyupied ;o th--- processing module, ef iuuiiuing the digjla! s.uiJ^aturc 
veriiicatioR map. 

2 1 . (C)rigrnal) Thi: apparatus (>f clain: 2.0 vvl-erein ihe n-eniory stores at least one aeecptab-k 
rrscssage header ideniifitr at. a digital signature verincation snap eniry. 

22. (()ngiiK.d! The apparatus of elahu 2i.; svhcrcin t,hc processing STiOduie maps the plurality 
of acceptable niessage header identiliers on a per certifteaic subject iderst.rnca;.;Gn data basis. 
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received rncs;^ai-v r.eudcr ID. 



25 fOrigiviai) The apparatus of ciaini 2{) wherein the rncssisge header icle.nti.ncr inciudci ut 
IcLisf orse {.■.fdfjt;.i representing an. en iail addrcs-S oiii seixler, a tekph<fne number of a ^-eiuicr and 
ai! idciuiiler assoeiated wiih n sending unit. 

26, (Original) The apparatus of claim 20 wherein the processing module digitally Signs the 
digiud sign^unro verLncaiioTi n'sap to p.rovidc a triisied digiiai signaiufo verification rrsan. 



v< r 1 „ I'iv hI" OCH'* V i i. ',u< I il 0 rcs-a< ^ 

<. i n 5 > V ^ Ov t tc> < ONn\v. < NOv\e<u ' V'\\' i<' 



K alo a! L 



2*-\ K>jrrerrily i^nscrjdcd) A storage- vrscdiuni compi-ising. 

sncn^ory cciritiiining cxecuiablc ivisiructioos lhaS. vviicr.i read by ooc oi' rviorc pi\jLCS-;ing 
uniJs causes -r-r-e or sric-re processing units lo: 

de!.err,nine a digital signature verification error bailed ori a receiver! sncssagc 

rv-;ponvc k ' a Jctersidiied dii:atai fjgn;;turc \ crsric:thoij_crfoj;, !.=ai^.uiic a dn.'ii.ii 
Signature voririuuii;n ii)ap c(>niainir!g a plurality of acceptable nicssugc hcuilcr -dcytSificrs 

Ms. i'Origi!-al) The storage ntedimvi of ciann 29 svhcrcin the snen-K^ry contains executable 
nv^rv. Iters ^\!u--e the o-i-„ '.vi-'e p^ocesMOi.' un-is tx t:cri<.ufic L-c dsi^U^i' NiUiia'crc 
■verillcalion map by storing -xl least one acceptable message licader idcfUifii.T as u digilul 
sigiuuurc verification tiuip entry in response to detornurting iltc digiiai sigisuiure verificiUion 
error. 

^ xO:!gir,i^ ■ I'c sto-aec ;ree.uri oJ dMr\ 2^' s<, sucuj t^.c tjc^-.k- ^ .ojtaoiS v kCv ..\:^)le 
M'-ructK-*^-. .b,5; c.c.se on. o 'i src o;o^o^-'si;g a5/ts to 55 ap :ix pl-^ra >>i .-^cerfab-C 

^vs- ^ iv. i L < ^ V NOi le KJti. >-ub50e? 1 le 1* e. OP U^'-^iMs 
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32. ((!>rijj.i.r!al) TiK' storage ■ncdii.i.rn oi" claim .':v vvhcrdn the rs-csnory ccint^iir^.s cxcjutabic 
insifijctions thai causo the o.ne or r^iorc procos^ing r;r»ts lo ^■•erity a digiial -signat;.uc as^cKHalod 
V ith received ujcs^agc irJorrnatior; based <m the digital sigrsaiure vcriHcatioj-s snap. 

ii H:i;\u^} i iic sUjia^fo -Uixiujin u\ K-]<i\m xshora?; iriOSunTs t.outaifi.s o\ccutah[c 
i:i,>uucfion- iha: ^-ri-iso tin; '-•^le or ni-iu' p^•c^^^c^i]u; iinsh. rcs.cjxc c:g;;as s;gr!at-;:\ Ne^Jsi^aiSwu 

5uc.-sage hcauof \KNroikr b-iNe-i ^--i a rccoo,'cd nH,-v^a<^x haKkr ID. 

34. (Original) The storage medium, of claim 29 wherein the message header identifier 
iiiol-.u!e^ at ica.^l orit; oi ^iata represe-iting a-i oniail addrijss a sender, a telepho.ne riiiTSihcr of a 
sender and an identifier associated with .a -sending unit. 

i !' >r' ■ ;i : i,; ; 's i ho "',i«v- T::iedi;i:5i of 1 r. r ' \^ b '■^'i t 'i <. s t. .-jniains exeeuiahle 

ra-~frui :;<sns ^Li- v.au--'e ihc Oiic oi inoit. [-ifoochs .^tf ^ v. <...>'.v ' c digital sigrsaiurc 
^CTSilca*H>!M^LaJ 10 MT>-v:dc a tukuod d:giud oil, Mi> sOs iK. u>" vao. 

36. (CajiceM) 

'''^'^^ k!^ N 5 ^ ? f„ 1 i L N > ^ f as (. V IM " ^*Sv- C i.'- U S ^ O tv! 



CHICAGO/;; !<jiMf86.i 
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■s'enlysng a i'iigital. sii-'isat ure based an a venllcaiion key associated svi5T! Ihe public koy 
certificate ideRlitler; 

i.rvcrincaviori is; s-iccessuii, coniparing the public key cfcrtilicfiie ideniJiler with the 
sTicssagc header ideinifici- to dcicvTriirsc if a n-isn-aich is dctecs.ed; and 

ii a. iriiKViulcIs is di;tcv;tcd, generating a rfiisniatch noliticatiors for an operaior. 

38. (Previously presented) A method for providing infbmjation security con^prisiag the steps 
of 

generating a irosted alias map containing the pluraiily of acceptable message identifiers 
and at least one associated subject alias; and 

displaying the at least one subjcei. alias in response to veriiying a digu.al signature 
,ivs> X J ^\ -ir r -i^'i; ko\ orisficas.e ideritifier. 

^Oan..e!ern 

■to. {.t^revionsly presented) A raetbod tor providing rnforrriation seecirity c>)n;pr;sif\g Hn: nIO^n 
of: 

deteriTdrrhig a digital sigruuurc verification error based or! a ieceived e-ic^N^gc siCv.;d-./r 
idcivdlier assxiciatcd with a public key cer-ifieate identii'ier; 

gericrating u digital idgt;aturt verification map containing a pluraliiy of acceptai,de 
rrsci^sage header Kie.ntiliers ass<.)eiateii svid; the public key certiiicate idendlicr; 

generating u trusted alias map containing the piundiiy ofacceptahie n^essage ideritifiers 
and at least one associated siibject alias; and 



cinoAfio/siaifi'XJSfi > 
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displaying die ai leass. <.ync subject aisas is; rcsporsse to verifying s digiUil Mgnarure 
asaO'Ciated witri die public key certilicaie sdentiiicr. 

\ prescsnoiP \ n-cfb-. iHAi- pfo\ jcine ^u-N-i -liat.on ^cel:'^;f^ c<)nipfs^.a^i 'isv .slops 

iictcry-mwxui. a digiial signaluro vcnliciriiorj error based or: a received yn.c-^.sagc header 
idciUincr a;ssociated svidi a public key cerdfleate identiilcr; 

gcricradvig l2 digital sigrsaiuie vcrilk-ation ruap conU-iiniiig a plurality of aceeptable 
•rsessagc j-seader ide-iti tiers associalijd witl- the public key eeriificat.e idcr;Tifk-r by storirsg at, lci!:3r 
0;H-- aecci7table rsiessagc I.eadcr idevitifier as a digital sigs-ature x erificadori nsap entry in vc^posisc 
*e ee^e.^rudng the digilal signature verification error; 

%ciJy\2 a digital signavure asseeiaied with reeci vcd rv^cssage ii-iforrrsaiio-i ba-^cd ors ihc digUai 
S5g?sature verification map; 

gcri.craisv.ig a tnu^icd alias rruip eontairiinL ot ^..c'Uii ^ ,e n>. e.e evT >iii > > 

and a; leaat orjc associated subject alias; and 

displaying the at least one subject alias in response to verifying a digital signature 
assoeiated with the public key certificate identifier. 

42, (Prev50usly presented) An apparatus for providing irstbni3,ation security comprising: 

a processing module opcralivc to dt'temiine a digital signature vcrilication tn-or bast-d on 
a received nu-^sage header idcntilier asscxJated Vvidi a pubhc key i.eriificaie iderj-ifle.r; and 
opcraii\-c to generate a digital .i^ig-iature verineation irsap eo/Pairiing a plurality of acceptable 
message header identifim associated with the public key certificate identifier; 
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niems>ry., operas.ively coupled l(> li-e procesdsng module, ooniairiing ihe digiial signature 
veriiication map; and 

xvhereivj iiic processing nu>diiic generates a triusictl aliiiS map coritaiTiirsg She pliiraiity oi 
acceptable roess;ige identifiers and iU least one associated subieet aiii^s, and di>rp;ays Ihe at leas 
one subject alias ra resporuso verifying a digital signature associaied wiil- llic public key 
cerdfjcate ideatiiier, 

-*r- (p!C\iOJo-^ orcsu'iViOd) ,\ stoKsL-c ■rsv.'du ."'^ > i„ 

LMcr.i: -s ■. I.!.-! tiy^ajng „'\ce!.U<il-ie .5K^fructo\ s J\r vvLc^s >!. ^ u <y i. 5„ 

dcicnK;s;u .1 oic;^!i s;g-i ;fu;>- ^cnl^ca^Hnl cnor based an a received message header 
idosUi-'iL.-! a^sou. ti^v; idi a pisoi^-. \c\ i,Oimk\s{i,- ^dcutdier; and 

^.-cnciaK* 'i digiiji sigi^at\"c vcnlicali^jn map containing a pluralUy oracceptable rness:.i' 
licade^ K-cpuhc;^ xs-sc-aied itn tbe pubhc kc-s ceniiicale idendtler; and 

\vbo?o-a '--c r5Ciu>'rv >.!.i-jtajr.> e\e-,u-ai)k' n:stru.ciic»ns that cause die one or niore 
p!>-<.i.^.^iiu> unit-- 1^-- d-;g!-'.di;v N:gn ?ne digital Signatun; venficarion n-;ap to provide a irustcd digi" 
^ipnaiejc \cnucaij--r; ;rap 

{ ^>J\;> p~o^enied! \ ^lU'tbtKl ibr pro\ sdsng irifdrtriation security cotuprisit-g the sic 

a 1 ssled- . ja- r <p t.v-^' ' ' v ire sLnal o v^ep '>i< '\.'AOgo jc - 
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■o, horcsr- 'Jj*. >icp vj i;vroratinL' tUc ira^icJ al;.u> ;nap niciikk-^ J5i^i?ali> ;>;:>nr:V, ihc tnL^itu 

iricl^-plc pub;<c Ci.i1^^;c;5lc^ j.N' be n itcd SMih leas; vac onuiU 
lo V . ' j.\ <„.i 5 '.Us J V a.'K 1 v( ' i\> > M v il J I a' \ i . v >^ a' 
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